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Abstract—This research-to-practice full paper describes a
cybersecurity education framework aimed at addressing the
proliferation of cyber threats such as SQL injection, cross-
site scripting, DDoS attacks, and phishing, which necessitate
innovative approaches to safeguard global information security.
This research proposes an adaptive cybersecurity curriculum
incorporating experiential learning strategies such as interactive
simulations, hands-on labs, and case studies, initially validated
within university environments. Future research will assess their
adaptability and effectiveness of these strategies for K-12 educa-
tion. Advanced concepts like artificial intelligence are distilled into
engaging, age-appropriate modules to build both practical and
theoretical cybersecurity skills. An experimental study validated
the curriculum’s effectiveness with test scores increasing from
63.20% to 84.34% and students reporting heightened engagement
and deeper conceptual understanding. The experiential level-
adaptive design equips learners of all ages with the expertise
to proactively secure digital assets and cultivate cybersecurity
awareness. Integrating this curriculum across K-12 and higher
education will enable academic institutions to produce cyberse-
curity graduates capable of addressing the evolving complexities
of the threat landscape.

Index Terms—Cybersecurity Education, Experiential Learning,
Web security, Artificial Intelligence

I. INTRODUCTION

In our modern digitally interconnected world, the risk of
cybersecurity breaches has become increasingly prominent,
affecting both personal and professional lives. This underscores
the critical need for robust cybersecurity measures to protect
sensitive information. In 2023, educational institutions were
significantly impacted by cyberattacks with 29% resulting from
exploited vulnerabilities and 30% from phishing campaigns
targeting K-12 schools [1]. These attacks disrupted educational
processes and led to substantial financial losses, with ran-
somware incidents from 2018 to mid-September 2023 costing
over $53 billion in downtime globally [2]. There was also a
notable increase in reported cyber vulnerabilities, with 23,964
cases in 2022 [3], [4]. The integration of generative AI (GAI)
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into cyber strategies has contributed to this surge, with 85%
of cybersecurity professionals linking the rise in cyberattacks
to malicious use of GAI [4], [5].

The rapid evolution of technology, particularly in cyber-
security, presents significant challenges for engineering and
computing education. This domain faces threats such as ran-
somware, zero-day exploits, social engineering tactics, and
significant vulnerabilities like Cross-Site Scripting (XSS), SQL
Injection (SQLI), phishing, and Distributed Denial of Service
(DDoS) attacks, as depicted in Figure 1. XSS attacks allow
attackers to inject client-side scripts into web pages viewed
by other users, leading to breached user interactions and
stolen data [6]–[9]. SQLI attacks exploit vulnerabilities to
execute malicious SQL statements, potentially gaining unau-
thorized access to or manipulating database information [6],
[7], [10], [11]. Phishing involves deceiving individuals into
providing sensitive data by masquerading as a trustworthy
entity in digital communications [12], [13]. DDoS attacks
overwhelm systems with traffic rendering them unusable [14]–
[16]. These threats highlight the need for educational curricula
to adapt swiftly. Integrating technical skills and a thorough
understanding of legal, ethical, and societal aspects into cy-
bersecurity education adds complexity to crafting effective
educational programs. While experiential learning is a well
established educational approach, its specific adaptation in
our cybersecurity curriculum incorporates advanced AI and
simulation technologies. Which is offering a tailored and
contextually innovative approach, particularly within engi-
neering and computing education. The pressing shortage of
skilled cybersecurity professionals underscores the urgency for
academic institutions to innovate and revamp their teaching
strategies. The shortage of cybersecurity expertise drives up
wages in the private sector, attracting potential faculty and
leaving higher education (HE) institutions at risk due to a lack
of knowledgeable personnel. As technological advancements
accelerate, educational materials and methodologies must be
regularly updated. Enhancing diversity within the cybersecurity



workforce remains essential for developing robust solutions
and creating an inclusive environment.

Fig. 1. Web vulnerabilities and its actions.

Educational strategies must evolve in response to the ever-
changing nature of web security threats, which involve so-
phisticated strategies employed by attackers. Addressing these
vulnerabilities effectively involves teaching the technical skills
required for cybersecurity and strengthening an understanding
of the broader impact of these threats. The implications of
vulnerabilities like SQL Injection and phishing profoundly
affect financial stability, privacy, and trust in digital systems,
underscoring the need for robust cybersecurity measures and
knowledgeable professionals. Academic institutions must em-
brace adaptability and inclusivity in their pedagogical ap-
proaches to prepare students for the sophisticated cybersecurity
challenges of tomorrow.

Integrating experiential learning into cybersecurity education
is crucial. This approach offers practical, hands-on learn-
ing experiences, deepening students’ understanding of attack
mechanisms and defensive technologies. Through these exer-
cises, students learn to apply their knowledge and face ethical
dilemmas common in cybersecurity. This approach equips
individuals with the necessary skills to address cybersecurity
issues by providing hands-on experience with the tools and
procedures they will use in their careers.

Critical thinking and problem-solving skills are essential for
identifying and addressing new threats in cybersecurity. These
skills empower students to analyze and evaluate potential secu-
rity issues before they become breaches. Integrating emerging
technologies like AI can enhance the predictive and responsive
capabilities of cybersecurity measures [17], [18]. These tech-
nologies can analyze patterns, predict potential threats, and
automate responses to security incidents [19]. By integrating
AI into cybersecurity education [20]–[22], institutions can
equip students with advanced skills needed to utilize these
technologies effectively and responsibly in their future careers.

The primary objective of the proposed curriculum innovation
is to improve cybersecurity knowledge within engineering and
computer domains. This effort aims to provide a compre-
hensive educational framework that meets current industrial
demands and anticipates future needs. The goal is to educate
graduates who can effectively handle existing security risks and
contribute to the enhancement of secure systems and networks.
This article presents a strategy for academic institutions to
adjust to technological advancements and ensure students are
prepared for evolving threat scenarios. It highlights the signifi-
cance of ongoing education and adaptation in curriculum to in-
clude the most up-to-date security procedures and technology.

This strategy ensures that future professionals are equipped to
handle a constantly changing range of cyber threats.

This research aims to address the complex and dynamic
nature of cybersecurity threats detailed above by focusing on
the following specific objective. The primary objective of this
research is to develop and implement a cybersecurity cur-
riculum that utilizes experiential learning to provide students
with both theoretical knowledge and practical skills necessary
to address and mitigate cybersecurity threats effectively. This
study contributes to cybersecurity education by:

• Proposing a comprehensive educational framework that
integrates experiential learning with advanced techno-
logical tools, preparing students to tackle current and
emerging cybersecurity challenges.

• Providing empirical evidence from the deployment of
the curriculum in a real-world educational environment,
demonstrating its efficacy in enhancing student under-
standing and capabilities.

• Providing guidelines to academic institutions on updating
their cybersecurity education programs to stay current
with technological advancements and changing threat
landscapes.

To comprehensively examine these contributions this re-
search is guided by several critical research questions:

1) How does experiential learning influence student engage-
ment and comprehension in the context of cybersecurity
education?

2) What role do simulation exercises play in helping stu-
dents understand and counteract real-world cybersecurity
threats?

3) How effective is the integration of AI in teaching com-
plex cybersecurity concepts to enhance web security, and
what impact does it have on students ability to foresee
and respond to cyber incidents?

By addressing these questions, the research aims to fill gaps
in current educational methodologies and provide a robust
framework for preparing future cybersecurity professionals.
This combination of elements establishes the foundation for
further examination of innovative educational approaches in
cybersecurity, ensuring that the curriculum addresses present
requirements and remains flexible for future challenges.

Figure 2 presents a clear arrangement of the key elements
of cybersecurity education, highlighting their role in strength-
ening web security and minimizing vulnerabilities through
efficient educational methods. Cybersecurity education can
be divided into theoretical knowledge, including fundamental
concepts, and practical skills, involving hands-on activities
like hacking simulations and defensive tactics creation. These
abilities are essential for practical applications in the real
world. Cybersecurity education enhances individual awareness
and reinforces organizations’ security policies. The diagram
also addresses challenges like the need for frequent updates
due to rapid technological progress and limitations caused
by limited resources. The structured representation facilitates
understanding the complexities of cybersecurity education and



Fig. 2. Mindmap diagram illustrating the core aspects of cybersecurity education.

TABLE I
SUMMARY OF CYBERSECURITY EDUCATION RESEARCH

Focus Area Key Findings Implications Study
Online Learning Se-
curity

Online learning platforms are increas-
ingly targeted by cyber threats.

Need for enhanced security measures in
educational settings.

[51]

Game-Based
Learning

Games are effective for enhancing cy-
bersecurity awareness and skills assess-
ment.

Useful in engaging students and prepar-
ing them for cybersecurity careers.

[52]

Innovative E-
Learning Approaches

Focus on practical tasks and materials
to combat web security threats.

Addresses the needs of university and
technical high school students.

[53], [54]

Security Education
for Home Users

Importance of cybersecurity education
to counter threats like cyber-bullying
and fraud.

Highlights the need for effective peda-
gogical strategies.

[55]

Military and Law En-
forcement

Current pedagogy lacks effectiveness in
addressing real-world cyber threats.

Proposes a new framework for more
effective learning.

[56], [57]

Teacher Training Cybersecurity training courses
for teachers emphasize ongoing
professional development.

Empowers teachers to handle cyber
threats in online teaching.

[58]

Non-IT Curricula In-
tegration

Human errors are a significant secu-
rity risk, needing broader educational
response.

Advocates for cybersecurity integration
into non-IT curricula.

[59], [60], [67]

Systematic Tool De-
sign

Identifies the need for a systematic ap-
proach to designing cybersecurity tools.

Aims to better serve non-expert end-
users with 119 tools identified.

[61]

Pedagogical
Approach

Emphasizes a heuristic, needs-based
pedagogical approach for teacher train-
ing.

Focuses on societal relevance rather
than strict security instructions.

[62], [63]

Multidisciplinary
Teaching

Emphasizes practical skills, high-risk
threat response, and assessment meth-
ods.

Shows effectiveness in improving stu-
dent performance in web security.

[64]

AI in Cybersecurity
Education

Notes a lack of focus on AI applications
within current pedagogical approaches.

Calls for enhancement to address AI-
specific cybersecurity threats.

[65]

Curriculum Design
Comparisons

Provides an overview and compari-
son of existing curriculum design ap-
proaches.

Aids in developing more effective cy-
bersecurity curricula.

[66]

its crucial role in modern society, acting as a powerful tool
for academic discussions on improving web security through
education.

This paper is organized as follows: following the introduc-
tion, which outlines the problem statement, research questions,
objectives, and a background on prevalent web security attacks,
the paper progresses into a review of related work that pro-
vides additional context and insights into existing solutions
and methodologies. Subsequent sections include detailed ex-
perimentation where the proposed educational curriculum is

applied and assessed, results and discussion which analyze
the effectiveness of the curriculum in addressing the identified
cybersecurity challenges, and a conclusion that summarizes the
findings and implications for future research and practice.

II. RELATED WORK

Cybersecurity education must ensure that the next generation
of professionals is equipped with the essential skills to counter
the growing risks to web security. A growing number of studies
[23]–[38] examine the variety of educational methods currently
employed by academic institutions, evaluating their efficacy in



educating students with the skills to tackle these issues. This
literature review examines educational methodologies in rela-
tion to their compatibility with the practical requirements of
cybersecurity, their effectiveness in developing critical thinking
and problem-solving abilities, and their efficacy in replicating
real-world scenarios. This analysis aims to identify critical
components that contribute to a comprehensive and flexible
cybersecurity curriculum that can meet the dynamic nature
of online security threats by evaluating the advantages and
disadvantages of current educational approaches.

The studies [31], [39]–[44] propose curriculum which inte-
grates experiential learning with advanced technological tools,
enhancing student understanding, practical skills, and capa-
bilities. It addresses risk analysis, policy, adjudication, infras-
tructure protection, and curricular boundaries in cybersecurity
education institutions . Designed for various educational lev-
els, this curriculum improves cybersecurity skills, test scores,
engagement, and understanding, equipping learners to tackle
evolving threats from K-12 to higher education [45]–[47].

The existing studies on cybersecurity education highlights
the significance of evaluating user awareness levels by choos-
ing suitable pedagogical methods, developing curricula, and
considering organizational and demographic factors to improve
cybersecurity abilities and behaviors [48]. Furthermore the re-
search emphasizes the importance of prediction models in the
field of cybersecurity for mitigating possible risks. Studies
have examined many models such as DoS attack distribution,
Apriori Viterbi model, Bayesian network-based prediction, and
the use of data science in cybersecurity [49]. Moreover there is
an increasing concern over the worldwide education of children
in the field of cybersecurity. It is suggested that the curriculum
should be designed to include six comprehensive categories
of cyber security awareness. Novel pedagogical approaches,
such gamification, are recommended to augment conventional
classroom instruction. Schoolteachers are recognized as the key
facilitators of cybersecurity education, with assistance from
parents and official curriculum [50].

Research in cybersecurity education often focuses on cur-
riculum development and pedagogical strategies to train pro-
fessionals effectively. However, there is a growing awareness
of the need for security measures in online learning environ-
ments, as they themselves can be targets of cyber threats [51].
Game-based learning has shown promise in increasing student
engagement and proficiency in cybersecurity, notably through
advanced simulations that assess and enhance response skills to
cyber threats [52]. Recent studies have also explored innovative
e-learning methods specifically designed to confront web secu-
rity challenges, providing practical experience and educational
resources for students at both university and technical high
school levels [53], [54].

The significance of cybersecurity education extends beyond
traditional academic settings, addressing urgent needs in di-
verse sectors, such as home user security education [54],
military, and law enforcement training [56], [57]. Furthermore,
initiatives like Cybersecurity Training for Teachers highlight
the importance of continuous professional development to

empower educators in the digital age [58]. The literature also
suggests the integration of cybersecurity education into non-
IT curricula to better equip students with the knowledge to
mitigate human error and enhance security across all levels
of society [59]–[67]. This approach emphasizes an extensive
perspective on cybersecurity as a fundamental component
in modern education, which is necessary for tackling the
challenges faced by our rapidly interconnected world.

Existing cybersecurity educational practices frequently lag
behind technological progress specifically with regard to
AI which results in a deficiency in cybersecurity education
that is driven by AI [68]. The use of socio-cybersecurity
modules for experiential learning has shown to be success-
ful in enhancing cybersecurity knowledge and involvement
particularly among marginalized populations [69]. There is
an urgent requirement for educational settings that provide
students with opportunities to actively interact with AI princi-
ples in real-world scenarios [70]. By incorporating STEAM
(Science, Technology, Engineering, Arts, and Mathematics)
into cybersecurity education, we can empower a fresh cohort
of professionals who are well-prepared to address the ever-
changing challenges in the field of cybersecurity [71]. The
combination of theoretical knowledge and practical application
is crucial in order to overcome the existing educational gaps
in the field of cybersecurity [72], [73]. The table I summarizes
the current study on this particular research Fields.

III. METHODOLOGY

This section outlines the methodology employed to develop
and assess a cybersecurity education curriculum that inte-
grates experiential learning and advanced technologies. This
process is captured in Figure 3, which illustrates the struc-
tured flowchart of our curriculum development process. The
approach is based on a combination of experiential learning
strategies and the integration of AI to improve the educational
outcomes.

Fig. 3. Flowchart of the curriculum development process



The curriculum is shaped by the selection of experiential
learning and case-based teaching strategies that are founda-
tional to cybersecurity education. Initially the curriculum is
conceptualized to align with the pressing needs of contempo-
rary cybersecurity demands. This involves a thorough needs
assessment through stakeholder consultations, which includes
feedback from industry professionals, academic experts, and
potential students to ensure the curriculum’s relevance and
applicability. Central to our curriculum design is the empha-
sis on experiential learning, which allows students to apply
theoretical knowledge in simulated environments that mimic
real world scenarios. This method significantly enhances skill
retention, encourages practical problem solving, and prepares
students for actual cybersecurity challenges they will face in
their professional lives. Each learning activity is designed to
simulate actual cybersecurity challenges:

Simulation Exercises: These are crafted to replicate specific
cybersecurity incidents, such as live DDoS attacks, where
students must employ strategic decision making to mitigate
threats using real time data. Students use tools to monitor
traffic and implement blocks to stop the attack. This practical
application helps in enhancing their learning from theoretical
modules and provides hands on experience with cybersecurity
tools and techniques.

Hands-On Labs: These labs are designed as controlled envi-
ronments where students can interact with and analyze various
malware types. These sessions are crucial for understanding
the behavior of different malicious software and developing
strategies for mitigate them without risking real systems.

Role-Playing Games: In role-playing setups, the students
assume various cybersecurity roles, from attackers to defense
analysts, to understand the range of strategies and mindsets in-
volved in cybersecurity. This role playing enhances perspective
taking and decision making skills essential for cybersecurity
professionals.

The development of curriculum modules integrating AI con-
cepts is structured to progressively introduce students to basic
and then advanced cybersecurity concepts, with a specific focus
on how AI can be used to enhance cybersecurity measures. The
integration of these technologies is critical as they offer new
capabilities in the prediction and prevention of cyber threats.
The curriculum development phases includes:

Basic Module: Introduces students to the fundamental con-
cepts of cybersecurity, such as types of cyber threats identifica-
tion for example identifying phishing attempts, basic defense
mechanisms for example setting up basic firewalls. It includes
an introduction to how AI can automate responses and enhance
security protocols.

Intermediate Module: Focuses on network security, en-
cryption techniques, and introductory AI concepts relevant to
cybersecurity.

Advanced Module: Engages students with complex AI
driven cybersecurity systems, including how to build and train
ML models for predictive analytics and threat management.
Students learn to design ML models that can detect anomalies
and predict threats based on data patterns. This module is

designed to equip students with the knowledge to innovate
and lead in the field of AI enhanced cybersecurity.

This can be achieved by using methodologies such as Data
Analytics Workshops. These workshops include students use
ML technologies to analyze historical attack data and draw
practical conclusions. As well as through the the simulated AI
environments students were able to achieve the opportunity to
experiment and improve ML models that accurately predict
cyber attacks.

Fig. 4. Diagram illustrating the integration of AI in cybersecurity Modules

The figure 4 provides a diagrammatic representation of the
integration of AI across our cybersecurity modules, highlight-
ing the specific technologies and approaches employed at each
educational level. The figure 5 showcases a typical workflow of
an AI-driven predictive model developed within our advanced
modules. This workflow diagram details the steps from data
gathering and processing to model training and its application
in predicting cybersecurity threats.

The effectiveness of the curriculum is assessed through
a combination of qualitative and quantitative methods. This
includes tracking student performance by analyzing grades,
test scores, and practical lab results to measure knowledge
acquisition. Additionally feedback surveys are conducted reg-
ularly to gather students perspectives on the clarity, relevance,
and applicability of the material taught. Finally, post-module
reviews are conducted to facilitate sessions where students
reflect on what they have learned and discuss real-world
applications of their knowledge

IV. EXPERIMENTAL RESULTS AND DISCUSSION

This experiment was conducted with a selected group of 19
students enrolled in a cybersecurity course where the proposed
education curriculum was introduced. These students were
chosen to provide a diverse representation of abilities and
backgrounds, ensuring that the findings could be generalized
across a typical educational setting. Over the course of the
semester, these participants engaged with various components
of the curriculum, including interactive simulations, hands on
labs, and case based discussions, designed to enhance their
practical and theoretical understanding of cybersecurity. This
setup not only facilitated an in depth analysis of individual
and group learning outcomes but also allowed the research
team to monitor the application of new knowledge in a
controlled environment, thereby providing valuable insights
into the curriculum’s efficacy.



Fig. 5. Example of an AI-Driven predictive model workflow used in advanced modules using PlantUML

To effectively evaluate the newly implemented cybersecurity
curriculum, the data collection was carried out using both qual-
itative and quantitative methods. Pre and post tests quantified
changes in student knowledge and abilities across cybersecu-
rity topics, enabling direct assessment of educational outcomes.
Simultaneously, qualitative data were obtained through inter-
views and focus groups with students and educators, exploring
the curriculum’s influence on student engagement and their
ability to understand and apply cybersecurity concepts. Obser-
vations during classroom activities provided additional context,
enhancing the understanding of the curriculum’s real world
application. The combination of data collection methods fa-
cilitated a comprehensive analysis of the curriculum’s impact,
highlighting both quantifiable improvements and experiential
feedback from participants.

Fig. 6. The value of hands on elements in cybersecurity education.

The pilot phase of our research involved 19 participants
and provided foundational insights into the effectiveness of
our cybersecurity curriculum. These insights are recognized as
preliminary due to the limited sample size. While these results
highlight the potential of our educational strategies, indicating
improvements in participants understanding and application of
cybersecurity concepts. Given the complexity of cybersecurity
education and the diversity of potential educational environ-
ments, these findings necessitate further exploration with a

more comprehensive participant base. To substantiate the initial
findings and ensure that our curriculum can be effectively
adapted across various educational contexts, future studies
are planned to include a larger and more diverse group of
participants. This expansion will not only help validate the
effectiveness of the curriculum more robustly but also allow us
to examine its adaptability and impact in different educational
environments, from traditional classrooms to online learning
spaces. Our research aims to gather more inclusive data, which
is critical to refining the curriculum and ensuring it meets the
diverse needs of a broader array of students and educational
institutions.

The implementation of the experiential learning-based cy-
bersecurity curriculum resulted in significant improvements
in student performance, as shown by the increase in average
test scores from 63.20% to 84.34%. The significant increase
in both quantity and quality demonstrates considerable im-
provements in knowledge and abilities. Figure 6 presents a
bar-chart diagram illustrating the significant impact of hands-
on elements, such as simulations and laboratories, on student
engagement.The data show that around 71.40% of students
reported improved engagement, 81.20% showed a better un-
derstanding of complex topics, and 74.58% expressed more
confidence in their practical skills, highlighting the positive
feedback from students.

The outcomes of this study clearly support the research
questions, by proving that experiential learning increases stu-
dent engagement and knowledge, the simulation exercises
are essential for understanding real world cybersecurity risks,
and the use of AI greatly improves the effectiveness of the
curriculum. The results confirm that the curriculum is capable
of adequately preparing students for the dynamic challenges
related to cybersecurity, emphasizing its adaptability and rele-
vance in different educational environments.

The diagram 7 provides a detailed visualization of the impact
of hands-on activities on student learning focusing on five key
metrics: engagement (A), understanding (B), skills (C), critical
thinking (D), and collaboration (E). The diagram categorizes
four main types of activities like simulations, labs, workshops,
and projects in which each linked to specific improvements
in these metrics. The data suggests that all these hands-
on activities have a significant positive impact on student
learning, with most metrics showing results above 70%. For



Fig. 7. Comparative analysis of the impact of different hands-on activities
(Simulations, Labs, Workshops, and Projects) on student learning metrics (
A: Engagement, B: Understanding, C: Skills, D: Critical Thinking, and E:
Collaboration.)

instance, simulations are shown to enhance engagement by
71.40%, increase understanding by 81.20%, improve skills
by 74.58%, advance critical thinking by 75.00%, and boost
collaboration by 80.00%. This helps in understanding the com-
parative benefits of different activities on multiple aspects of
student learning. Further analysis reveals that simulations excel
in enhancing understanding and teamwork, proving highly
effective for complex theoretical concepts. Labs are particu-
larly effective in developing practical skills and significantly
contribute to collaborative learning, making them essential for
hands-on technical training. Workshops are distinguished by
their ability to enhance analytical thinking and practical skills,
making them ideal for problem-solving tasks. Projects stand
out not only by promoting understanding but also by achieving
the highest impact on collaboration at 82.00%, indicating their
comprehensive role in merging theory with teamwork. The
variation in effectiveness across different metrics and activities
suggests that each type of hands-on activity may be more
suited to specific learning objectives. This evaluation supports
the integration of a mix of these teaching methods as the
most robust approach to developing diverse skills necessary for
addressing dynamic challenges in fields such as cybersecurity.

The diagram 8 illustrates the impact of experiential learning
on cybersecurity education, employing a dual-axis format to
compare quantitative test score improvements and qualita-
tive student feedback. On the left Y-axis, bar graphs depict
a significant increase from an average pre-curriculum test
score of 63.20% to 84.34% post-curriculum. On the right,
line graphs overlay these bars to show increases in student
interest, understanding, and confidence in cybersecurity, based
on feedback themes. This visualization effectively correlates
experiential learning with enhanced student engagement and
comprehension, demonstrating the curriculum’s effectiveness
in a clear and concise manner.

Fig. 8. The impact of experiential learning on cybersecurity education.

V. CONCLUSION AND FUTURE WORK

The study demonstrated the practical application of an ex-
periential learning-based cybersecurity curriculum, which has
shown promising results in enhancing cybersecurity education
within a university setting The curriculum is enhanced with in-
teractive simulations, practical laboratories, and adaptive case
studies, successfully addressing the gap between theoretical
knowledge and practical application. This ensures that students
are well equipped to deal with emerging cybersecurity threats.
The implementation of this curriculum within a diverse student
cohort yielded remarkable outcomes, including an impres-
sive increase in test scores rising from 63.20% to 84.34%.
Additionally, students reported improved engagement and a
deeper understanding of cybersecurity concepts. Moreover, the
integration of advanced technologies like AI has been crucial
in providing students with the required abilities to accurately
anticipate and address dynamic cyber threats. This compre-
hensive approach not only promotes a greater understanding
of cybersecurity but also encourages a proactive approach
towards protecting digital infrastructures, which is essential
for navigating the complexities of the modern digital world.
This study provides a foundational assessment of the proposed
cybersecurity curriculum within a higher education context,
showing promising initial results. However, further empirical
validation from a broader cohort is essential, especially to



establish its effectiveness and adaptability in K-12 settings,
as the initial findings from a limited group of 19 students
highlight the need for more comprehensive research.

Future work will focus on extending the curriculum’s im-
plementation in other educational environments and regu-
larly updating it with the latest cybersecurity technology and
methodologies.
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[33] Nicole Simon, José Luis Jiménez, Daniel Strocchia, “Reimaging Cyber-
security in Educational Practices,” Advances in educational technologies
and instructional design book series, 2023, doi: 10.4018/978-1-6684-
6092-4.ch001.

[34] C. J. M. Santander et al., “The evolution from Traditional to Intelligent
Web Security: Systematic Literature Review,” 2020, doi: 10.1109/IS-
NCC49221.2020.9297240.

[35] A. Samoylenko, “Pedagogical principles of training bachelors in cy-
bersecurity in an educational-digital environment,” PARADIGM OF
KNOWLEDGE, 2020, doi: 10.26886/2520-7474.3(41)2020.3.

[36] S. Shukla and A. Sharma, “Machine Learning use Case for
Cyber Security in Education Industry,” 2023, doi: 10.1109/IC-
SCSS57650.2023.10169266.

[37] S. Ricci et al., “Challenges in Cyber Security Education,” 2020, doi:
10.19107/IJISC.2020.02.01.

[38] S. K. Sarowa et al., “Cyber Security Challenges and Proac-
tive Measures in Education Cyberspace,” 2023, doi: 10.1109/In-
CACCT57535.2023.10141832.

[39] E. Moore, D. Likarish, B. Bastian, and M. Brooks, “An Institutional Risk
Reduction Model for Teaching Cybersecurity,” in Information Security
Education. Information Security in Action. WISE 2020, L. Drevin, S.



Von Solms, and M. Theocharidou, Eds., IFIP Advances in Information
and Communication Technology, vol 579, Springer, Cham, 2020, doi:
10.1007/978-3-030-59291-2-2.

[40] M. Khader, M. Karam, and H. Fares, “Cybersecurity Awareness Frame-
work for Academia,” Information, vol. 12, no. 10, p. 417, 2021, doi:
10.3390/info12100417.

[41] J. Burris, W. Deneke, and B. Maulding, “Activity Simulation for Expe-
riential Learning in Cybersecurity Workforce Development,” in HCI in
Business, Government, and Organizations. HCIBGO 2018, F. H. Nah and
B. Xiao, Eds., Lecture Notes in Computer Science, vol 10923, Springer,
Cham, 2018, doi: 10.1007/978-3-319-91716-0-2.

[42] K. Capellan, M. Condado, I. Morais, and P. Morreale, “Analyzing
Cybersecurity Understanding Using a Brain Computer Interface,” in HCI
for Cybersecurity, Privacy and Trust. HCII 2020, A. Moallem, Ed.,
Lecture Notes in Computer Science, vol 12210, Springer, Cham, 2020,
doi: 10.1007/978-3-030-50309-3-7.

[43] D. Basu, H. K. Kumar, V. K. Lohani, N. D. Barnette, G. Back,
D. McPherson, C. J. Ribbens, and P. E. Plassmann, “Integration and
Evaluation of Spiral Theory based Cybersecurity Modules into core
Computer Science and Engineering Courses,” in Proceedings of the 51st
ACM Technical Symposium on Computer Science Education (SIGCSE
’20), Association for Computing Machinery, New York, NY, USA, 2020,
pp. 9–15, doi: 10.1145/3328778.3366798.

[44] E. Stavrou and I. Polycapou, “Cybersecurity-related Curriculum for
Diverse Postgraduate Cohorts: A Case Study,” 2020.

[45] A. Chattopadhyay, D. Christian, A. Ulman, and S. Petty, “Towards
A Novel Visual Privacy Themed Educational Tool for Cybersecurity
Awareness and K-12 Outreach,” 2018, doi: 10.1145/3241815.3241883.

[46] B. Hamdan and R. Al Nsour, “Curriculum Development for Teaching
Cybersecurity of Industrial Control Systems & Critical Infrastructure,”
2022, doi: 10.1109/ietc54973.2022.9796664.

[47] J. Idziorek, J. A. Rursch, and D. Jacobson, “Security Across the
Curriculum and Beyond,” 2012, doi: 10.1109/FIE.2012.6462297.

[48] Prince Zaqueu1 and Tendani Mawela1, “Factors Contributing to Cyber-
security Awareness, Education and Training,” 2023, doi: 10.29007/l4ph.

[49] Ms. Ayushi Monani*, Mr. Omkar Bhusnale, Mr. Kunal Borade, Mrs.
Rucha Madali, “Analysing Cyber Threats: A Comprehensive Literature
Review on Data-Driven Approaches,” International journal of scientific
research in computer science, engineering and information technology,
2023, doi: 10.32628/cseit2390351.
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